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Abstract

An important security issue in DHT-basedstructured
overlay networksis to provide anonymityto the storage
nodes. Compromisedrouting tables in thoseDHTs leak
informationaboutother nodesin thesystemand therefore
compromiseprivacy. In this paper, weuseinformationthe-
ory to build a modelto quantifythe informationleak from
compromisedrouting tablesfor a givenDHT with certain
routinggeometryandroutetablesize. Basedon thismodel,
we haveanalyzedand compared how existing DHTs per-
formin faceof anonymityattacks.Wefoundthatring-based
routinggeometry(Chord)performsthebestamongthestud-
iedDHTswith thesameroutingcomplexity whennorouting
optimizationsare used.Theanalysisof the interactionbe-
tweenroutinggeometriesandrecipientanonymitywill help
improvethedesignof futureDHTswhich canachievea bal-
ancebetweenrouting ef�ciency and robustnessagainstin-
formationleak.

1 Intr oduction

An importantsecurityissuein a DHT (distributedhash
table)basedP2Pstoragesystemfor �le sharingis to pro-
viderecipientanonymity to thestoragenodesin thesystem.
In a P2Pstoragesystemusing DHT, the DHT is usedto
returnthe network addressof thestoragenodefor a given
documentkey. For example,in DHTs like Chord[13] and
CAN [8] the queryfor a key returnsthe IP addressof the
nodestoringthedocumentsthatmatchthatkey. AChord[4]
addedanonymity featureto Chordby modifying “lookup-
by-address”to “lookup-by-value”.However, AChordis still
vulnerableto attacksto theindex nodes1: If ahackerbreaks
into anindex node,informationstoredin thenode'srouting
tablewill beleaked.

The risk of leaking information from DHT routing ta-
bleshasnot beenwell analyzedin currentresearch.DHTs

1It is possiblethatanodeplaystheroleof anindex nodeanda storage
nodesimultaneously.

wereprimarily designedfor routingef�ciency andscalabil-
ity. For example,Chordusesa structuredroutinggeometry
suchthatthesearchtakesup to O(log N ) stepsto complete
a query. The sideeffect is that the routing tablescontain
a substantialamountof information aboutother nodesin
the system. This informationcanbe usedby adversaries,
if thesystemis breached,to compromisetheanonymity of
storagenodes,i.e. therecipientanonymity. A recentlypro-
poseddesigncalledNeblo[2] usesimpreciseroutingto en-
hancerecipientanonymity. Agyaat[11] proposestheuseof
unstructuredcloudson top of a structuredoverlay to hide
recipientanonymity (Table1 shows the previous attempts
at enhancinganonymity for structurednetworks). How-
ever, no researchhasbeendoneto quantify and compare
the informationleak from routing tablesin differentDHT
designs.

In this study, we build an analyticalmodel to analyze,
quantifyandcomparethe leak of privacy from the routing
tablesin existingDHT designs.Therearetwo primaryfac-
tors that in�uence the amountof informationcontainedin
a routing table: the type of routing geometryandthe size
of routing table. Our model gives valuableinsight into
how different routing geometrieswill affect the recipient
anonymity. It usesentropy to calculatetheamountof infor-
mationleak.Basedon this model,wecompareinformation
leakin differentDHTs whenindex nodesarebreached.We
have comparedthe useof Chord [13], CAN [8], Kadem-
lia [6], Pastry [9] in building a P2Pstoragesystemwith
thesameroutingcomplexity, i.e. thenumberof hopsin the
routing. Our analyticalresultsshow thatfor thesamerout-
ing complexity, ring-basedDHT (Chord)hastheminimum
informationleak. The generaltrendis that the stateinfor-
mationstoredin routingtablesincreaseswith routingopti-
mizations,therebyresultingin signi�cant informationleak.
We observe thatKademlia(XOR routing)hasa signi�cant
amountof information leak for small overlay sizes. Pas-
trys(hybridrouting)performanceisquitecloseto thatof the
ring structure.Thehypercube-basedroutingin CAN hasan
importantside-effect,i.e. of localizingtheinformationloss.
We alsoanalysethe effect of routing tablesizeon leak of



information. We believe that our preliminary�ndings can
helpusbetterunderstandtheeffect of routinggeometryon
thestateinformationstoredin routingtableswhichcanlead
to thedevelopmentof DHT designswith anoptimalbalance
betweenroutingef�ciency andinformationleak.

The paper is organizedas follows. In section 2 we
�rst give somebackgroundon recipientanonymity in Dis-
tributed Hash Tables and then proposean information-
theoreticframework for calculatingtheinformationcontent
of routing tables. In section3 we usethis framework to
quantify the information leak for different DHT designs.
Wefollow thiswith adetailedanalysisof theinteractionbe-
tweendifferentroutinggeometriesandrecipientanonymity,
theeffectof routingoptimizationsandthesizeof routingta-
blesin section4. We presentrelatedwork in section5 and
�nally concludethis studyin section6.

2 Quantifying Inf ormation Leak fr om Rout-
ing Tables

StructuredoverlayslikeChord[13], CAN [8], Pastry[9],
Kademlia[6], and Viceroy [5] usedistributed hashingto
storekeysatnodes.A nodein suchaDHT is identi�ed by a
tuple< IP address,Identi�er> . The informationcontained
in thetuplecanbeusedby anadversaryto compromisere-
cipient (storage)anonymity. In thecontext of a distributed
hashtable,recipientanonymity is broken whenthe adver-
sarycangeneratethemappingbetweena node's IP address
and its identi�er range. The objective of the adversaryis
to generatea mapof thesystem.Sucha mappingbetween
a node's IP addressand identi�er rangecanbe generated
by compromisinga suf�cient numberof routing tables2.
The amountof information storedin routing tablesis in-
�uenced by the typeof routinggeometryusedin theDHT
and also the size of the routing tables. Thus, our objec-
tive is to comparedifferentDHT designswith respectto re-
cipientanonymity throughacommonanalyticalframework
and suggestimproved designconsiderations.The impor-
tant assumptionhereis that the lookup for a key is done
through“lookup of data”andnot “lookup of address”(See
AChord[4]).

2.1 Information Stored in Routing Tables

A routing tableof a nodein a DHT eitherstoresIP ad-
dressesof neighborsor mappingbetweenIP addressesand
identi�er range.The informationcontentof routing tables
is directly relatedto routing ef�ciency. Considerthe case
of �ooding (Gnutellawhich is anunstructuredoverlay). In

2In this context, anadversarymaynot necessarilycompromisea node
to getaccessto its routingtable.An adversarycansimplyoccupy acertain
positionon the identi�er spaceanduseinformationcontainedin its own
routingtablesto compromiserecipientanonymity

Gnutella,eachnodeonly maintainsinformation about its
overlayneighborsandthereis no mappingbetweena node
andthekeysthatit stores.Thus,compromisinganodeonly
revealsinformationaboutkeysstoredat thatnodeandnoth-
ing aboutthe neighbors.However, in a DHT mappingin-
formationaboutneighborsis alsostoredfor increasedrout-
ing ef�ciency. While this leadsto improved routing ef�-
ciency (O(log N ) ascomparedto O(N ) in gnutella),it also
makestheDHTs vulnerableto leakof recipientanonymity
(Figure 1 comparesthe information leak from routing ta-
blesfor differentDHT designs).We considertheeffect of
thefollowing factorsontheamountof informationstoredin
routingtables:(a) routinggeometryand(b) sizeof routing
tables.

2.2 Information-Theoretic Framew ork
for Analyzing Leak of Recipien t
Anon ymit y

We usethe information-theoreticmetricof entropy [10]
to evaluatedifferentDHT designsby calculatingtheleakof
informationin eachdesign.Entropy is a measureof “ran-
domness”in available information. Let X be the random
variablewhich representsthe identifer rangeof a nodeas
observedby an adversarywhena routing tableis compro-
mised.Let this observationcorrespondto theevent! . Fig-
ure2 showstheidenti�er spaceof aDHT andtheidenti�er
rangeof nodeS correspondingto observation ! . We as-
sumethatx cantake any valuein R with equalprobability.
Wenext highlight thedifferentelementsof theinformation-
theoreticframework.

Theentropy of randomvariableX is givenas,

H (X ) = �
X

x 2 R

Pr (X = x) logPr (X = x)

� Apriori Entropy: It is the entropy beforeany routing
tablehasbeencompromisedor in otherwords,before
theadversaryhasmadeany observationaboutthemap-
ping betweena nodeandits identi�er range.Fromthe
adversary's perspective, any nodeis equally likely to
takeany of theN positionsontheoverlay(whereN is
thesizeof theoverlay). Thereforetheapriori entropy
is calculatedas

H (X )system
apriori = N logN

� Aposteriori Entropy: When a routing table is com-
promised(correspondingto observation ! ), the in-
formation storedin the routing table can be usedby
the adversary(coalition of adversaries)to generatea
mappingbetweennodeaddressesand their identi�er
ranges. Thus, the aposteriorientropy correspondsto
theentropy of thesystemafteraroutingtablehasbeen



Privacy-enhanced Typeof informationleak Methodused
DHT system addressed

AChord Queryreply Lookupby value
Neblo Routingtable Imprecisionin routingtables
Agyaat Queryreply Unstructuredcloudovera

structuredoverlay

Table1: Proposedprivacy-preservingDHT designs.

Figure1: Informationleak from compromisedrouting tables. The gradientshows the degreeof information loss,darker shadesrepre-
sentinghigh information loss. (a) Chord: The amountof information lossdecreaseswith the distanceof �ngers; (b) CAN: Complete
informationlossabouttheidenti�er rangesof neighbors;(c) Kademlia:It exhibits similar propertiesasChord;however thereplicationof
datathroughtheuseof a replicationfactork requiresmaintenanceof largerroutingstateinformationandtherebymoreleakof informa-
tion; (d) Flooding(Gnutella):sincenomappinginformationis maintained,negligible informationaboutthekeysstoredat theneighborsis
released;Pastry, althoughnotshown hereexhibits similarpropertiesasChordandKademlia.

compromised. Higher the numberof compromised
routing tables,lower will be the systementropy (re-
ductionin therandomnessof thesystem).

� InformationLoss

Loss= Apriori Entropy (beforeany routing tablehas
beencompromised)- Aposteriori Entropy (after one
or moreroutingtableshavebeencompromised)

� Degreeof Privacy 3: To calculatethedegreeof privacy,
weusethede�nition proposedin [12].

d(A) =
H (X )system

aposteriori

H (X )system
apriori

3Weusethetermsanonymity andprivacy interchangeably

3 Comparisonof Existing DHTs

In this section,we comparehow DHTs with different
routinggeometryperformin thefaceof anonymity attacks.
Weanalyzehow theroutinggeometryin�uencesleakof in-
formationfrom compromisedroutingtablestherebyaffect-
ing the privacy of the storagenodes. The routing geome-
try in�uencestheamountof stateinformationthat is main-
tainedin routing tables. ConsiderChord which achieves
logarithmicroutingef�ciency by maintaininglogN entities
in its routingtable.However, two compromisedroutingta-
bles might have someintersectionin their routing tables.
In comparison,1 and 2-dimensionalCAN maintaincon-
stantstateinformationandthe informationlossis alsolo-
calized(we discussthis in subsequentsections).However,
to maintainthesameroutingef�ciency asChord,thestate



Figure2: Identi�er rangeof a node.
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Figure3: Identi�er rangeof ith �nger on Chordal
Ring.

informationin eachrouting table(d) is logN=2. In DHTs
likeKademliathe�e xibility of routingimprovesroutingef-
�ciency (e.g.latency) but leadstoanincreasedleakof infor-
mation. In all thesecasesthestateinformationmaintained
in routing tablesincreaseswith size. However, in systems
likeViceroy, aconstantnumberof entriesaremaintainedin
theroutingtablesandthereforeinformationlossis constant.
In contrast,�ooding-basedapproachesaremoresecurebe-
causethemappingbetweenneighborsandtheiroverlayad-
dressesis not stored. We now evaluatedifferentDHT de-
signsandquantify the informationlossfrom compromised
routingtables.Subsequently, we derive expressionsfor the
degreeof privacy. We considerthe following routing ge-
ometries:a) Ring,b) Hypercube,c) XOR, d) Hybrid.

3.1 Ring-based DHT

In a ring-basedDHT design, nodes lie on a one-
dimensionalidenti�er spaceonwhich thedistancebetween
two identi�ers is theclockwisedistancebetweenthem.The
ChordDHT representsa ring-baseddesign.In Chord,each
nodestoresinformationaboutlog(N ) �ngers, suchthat if
a nodehasidenti�er p, its i th �nger is the nodeclosestto
p + 2i on the identi�er space.Moreover, the rangeinfor-
mationstoredabouta �nger decreasesasits distancefrom
p increases.

Consider Chord with O(log N ) �nger table entries.
When a �nger table is compromised,information about
O(log N ) I P addressesare leaked to the adversary. Let
thecompromisednodehaveanidenti�er p. Considerits i th

�nger. We needto calculatethe lower andupperboundof
its addressinterval. We know thatthei th �nger succeedsp
by at least2i � 1 on the identi�er circle. Therefore,thead-
dressinterval of the i th �nger (Ri ) is (p, id of i th �nger].
Thisaddressinterval canbereducedusingthe(i � 1)th �n-
gerto (id of (i � 1)th �nger, id of i th �nger]. In termsof p,

Ri = jaddress� inter valj

= (p + 2i � 1 + � i ) � (p + 2i � 2 + � i � 1)

= 2i � 2 + (� i � � i � 1)

Theaposteriorientropy correspondingto a singlecompro-
misedroutingtableis thengivenas:

H (X )aposteriori =
X

i

logRi

�
X

i

log(2i � 2 + � i � � i � 1)

Sincethe i th �nger is the �rst �nger which exceedsp by
atleast2i � 1, thereis no othernodein � i . Therefore,Ri =
(2i � 2 + � i � � i � 1) � � i = (id i � id i � 1)

H (X )aposter ior i �
X

i

log(2i � 2 � � i � 1)

=
X

i

log2i � 2

=
X

3� i � log N

log2i � 2

=
1
2

(log N � 1)(log N � 2)

If c routingtablesarecompromised,

H (X )sy stem
aposter ior i = (N � c log N ) log N +

c
2

(log N � 1)(log N � 2)

Degreeof anonymity canthenbecalculatedas:

d(A) =
(N � c log N ) log N + c

2 (log N � 1)(log N � 2)
N log N

(1)

We observethattheinformationleakfrom asinglecom-
promisedroutingtableis of O(log2N ) andis in�uencedby
thenumberof entriesin theroutingtable.

Observation 1. A coalition of O( N
log N ) adversariescan

map the entire overlay. This can be derived by setting
d(A) = 0.



CAN Chord Kademlia Pastry Gnutella
Sizeof adversarialcoalition O( N

log 2 N ) O( N
log N ) O( N

k log N ) O( N
log 2b N ) O(N )

Table2: Sizeof adversarysetwhichcanmaptheoverlayof sizeN . Thereplicationfactork affectstheleakof informationin Kademlia.

3.2 Hyp ercub e-based DHT

Theroutingusedin CAN resemblesahypercubegeome-
try. A d-torusis partitionedamongthenodes,suchthateach
nodeownsazone.In ad-dimensionalcoordinatespace,two
nodesareneighborsif their coordinatespansoverlapalong
d� 1 dimensionsandabut alongonedimension.Eachnode
maintainsa maximumof 2d neighbors. This information
includesthe I P addressof theneighborandits virtual co-
ordinates.Thevirtual coordinatesrevealtheexactkeyspace
for which the neighboris responsible.Thus, if a nodeis
compromised,theexact identi�er rangeof (2d + 1) nodes
is revealed. Note that in CAN sinceeachnodemaintains
informationaboutits neighborswhich arecloseto it in the
identi�er space,the informationlossfrom a compromised
routingtableis localized.Contrastthiswith Chord,wherea
compromisedroutingtablecangive informationaboutdis-
tantnodes.We discussthis issueandits implicationslater.

Apriori Entropy: Using a similar analysisas Chord, a
node is responsiblefor 1

N of the unit identi�er volume.
Therefore,

H (X )apriori = log N ; H (X )system
apriori = N log N

AposterioriEntropy: We next derive theaposteriorien-
tropy after c routing tableshave beencompromised.Note
that in CAN, whena nodeis compromised,the exact in-
formationaboutthe identi�er spaceof thenodeandall its
neighborscanbedeciphered.This correspondsto zeroen-
tropy. Therefore,

H (X )system
aposteriori = (N � c(2d + 1)) log N

Degreeof privacy is thengivenby

d(A) �
H (X )system

aposteriori

H (X )system
apriori

=
(N � c(2d + 1)) log N

N log N
(2)

Lemma 1. For the samescaling properties,CAN is less
robustto privacyattacksthanChord.

Proof. To achieve the samescalingproperties,d = log N
2

in CAN. Thereforeacoalitionof N
log 2 N adversariesis suf�-

cientto maptheoverlay.

Table 2 shows the size of the adversarialcoalition re-
quiredfor mappingtheoverlayfor differentDHT designs.
The valuescanbe easilyobtainedby settingd(A) = 0 in
therespectiveequationsandcalculatingfor c.

3.3 DHT with X OR Routing

The routing in Kademlia is basedon the conceptof
XOR distance:the distancebetweentwo nodesis the nu-
meric value of the exclusive OR (XOR) of their identi-
�ers. If the identi�er spaceis representedby m bits,
for each 0 � i < m, every node storesa list of <
I Paddress;UDPport; N odeID > triples for nodesof
distancebetween2i and 2i +1 from itself. Theselists are
calledk-buckets.Whileononehandthisgivesrouting�e xi-
bility (for examplein comparisontoChord),acompromised
routing tablegivesmoreinformationaboutothernodesin
thesystem.Theleakof informationincreaseswith k.

Considerthei th k-bucket. We assumethattheidenti�er
rangeof a nodein any bucket is equallydistributedamong
thenodesin thatbucket. UsingaChord-likeanalysis,

H (X )aposteriori =
X

i

log R i

� k
X

i

log(2i � 2=k)

=
k
2

(log N � 1)(log N � 2)

� k log k(log N � 3)

Degreeof privacy is thengivenby

d(A) =
1

N log N
((N � ck log N ) log N

+
ck
2

(log N � 1)(log N � 2)

� ck log k(log N � 3)) (3)

3.4 DHT with Hybrid Routing

We usePastryasan exampleof hybrid routing. Pastry
usesboth tree and ring basedrouting to searchfor keys.
Nodeidenti�ers areregardedasboththeleavesof a binary
tree and as points on a 1-dimensionalcircle. Eachnode
maintainsa leaf-set,neighbor-setanda routing table. We
evaluatethe rangeof an entry in the routing tableasper-
ceived by an adversary. Eachrow in a routing tablehasa



maximumof 2b � 1 entriesandtherearea total of log2b N
rows. Considerthe i th row. The rangecoveredby the i th

row is 2bm � i
� 1. Therangecoveredby the(i � 1)th row is

2bm � ( i � 1)
. Thereforethe effective identi�er rangecovered

by thei th row is 2bm � ( i � 1)
(2b � 1). Sinceeachrow contains

2b � 1 entries,theeffectiveidenti�er rangecorrespondingto
a singlenodein theroutingtableis 2bm � ( i � 1)

. We plug this
rangeinto entropy equationandevaluateinformation loss
asoutlinedbelow.

H (X )aposteriori =
X

i

log R i

� (2b � 1)
X

i

log(2bm � 1
)

= (2b � 1)blog2
2b N=2

Degreeof privacy is thengivenby

d(A) =
1

N log N
((N � c log2b N (2b � 1)) log N

+
c
4

(2b � 1)blog2
2b N ) (4)

4 Discussion

Herewe analyzethe effect of routing geometryon the
amountof informationleak from compromisedrouting ta-
bles.We alsocompareDHTs basedon thesizeof therout-
ing tableandhow that affects leak of privacy. Finally we
compareandcontraststructuredDHT designswith unstruc-
turedoverlayswhichuse�ooding.

4.1 Routing Geometry

Figures4 and 5 show the variation of degree of pri-
vacy with fractionof compromisednodesfor differentDHT
designs. For the samescalingproperties(in caseof Dis-
tributedHashTables),Chordis themostrobustagainstleak
of information. In thecaseof 1- and2-dimensionalCAN,
thedecreasein privacy with fractionof compromisednodes
is lessthanChord. For 1- and2-dimensionalCAN, the in-
formationleakis a functionof c only andis not dependent
on N , sincethesizeof therouting tablesis constantat 2d.
However, 1- and2-dimensionalCAN take a largernumber
of routingstepsto converge. On theotherhand,to achieve
thesamescalingpropertiesasChord,d = (log N )=2) and
informationleakincreaseswith N . Observe thattheplot is
muchsteeperin caseof CAN with d = logN=2 ascom-
paredto Chord. Routingoptimizationin Kademliais done
throughthemaintenanceof k bucketsat eachnode.While
this improveslookuplatency, it requiresthemaintenanceof

a large amountof stateinformationat eachnode. There-
fore a compromisedrouting table leaksmore information
thanChord. For the samescalingproperties,Pastryis the
closestto Chord.However, for lookupoptimization,Pastry
maintainsa leaf-set(besidestheroutingtable)ateachnode.
This leaf-setcanleakinformationaboutanadditionalsetof
nodesin thesystem.

Table3 shows the percentof information loss(in bits)
when a routing table is compromised. We observe that
Chord shows the maximumresilienceto privacy leak for
different overlay sizes. Observe that in the caseof 1
and 2-dimensionalCAN, the fraction of information loss
/ 1

N since the numberof entriesin the routing table is
�x ed(=2d). However, whend = logN=2, the leakof pri-
vacy increasesandis appreciablyhigherthanChord.In Pas-
try aroutingtablestoresinformationabout(2b � 1) log2b N
nodes.If b = 1, thestateinformationmaintainedis sameas
thatof Chord.Our analyticalmodelshows thattheprivacy
leak in that caseis similar to thatof Chord. However, the
leak increaseswhenthe baseis 4. In Kademliathe repli-
cationparameterk is typically setas20. We observe that
for small overlay sizes,the numberof replicashasan ad-
verseeffect on the leakof informationfrom routingtables.
However, the information leak decreaseswith an increase
in overlaysize.Thegeneraltrendis thatDHT designswith
routing optimizationstend to exhibit higher leak of infor-
mationfrom compromisedroutingtables.

We alsoobservethattheroutinggeometryof CAN leads
to “localized” information loss when a routing table is
compromised.By “localized” we meanthat whena node
is compromised,the routing table gives information only
about neighborswhich are close on the identi�er space.
Contrastthis with Chord, in which the �nger table stores
informationaboutdistantnodes.The implication is that in
CAN (ascomparedto otherdesigns),compromisednodes
in a certainregion of the identi�er spacelocalize the in-
formationleakwithout affectingsubstantialportionsof the
overlay.

4.2 Routing Table Size

Thesizeof theroutingtableaffectstheleakof informa-
tion aboutthe overlay. The routing geometryandrouting
optimizationsin�uence the numberof entriesin the rout-
ing table(Table4 shows theroutingtablesizefor different
DHT designgs). We have observed that in all the afore-
mentionedDHT designsthesizeof theroutingtablevaries
with thesizeof the overlayN . In contrast�ooding-based
approachesin unstructuredoverlaysmaintainconstantstate
information(typically 3 � 8 in gnutella).However, theim-
portantquestionto askis canwe havea DHT designwhich
achieveslogarithmicroutingef�ciency by maintainingcon-
stantstateinformation.Viceroy [5], whichemulatesthebut-
ter�y network,achievessuchef�ciency. Wedid not include
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OverlaySize CAN (1-dim) CAN (2-dimension) CAN (d = logN=2) Chord Kademlia Pastry Gnutella
500 1 0.6 2 0.55 34.9 1.34 0.2
1000 0.5 0.3 1.1 0.28 18.8 0.75 0.1
10000 0.05 0.03 0.14 0.03 2.3 0.1 0.01
50000 0.01 0.006 0.03 0.005 0.5 0.02 0.002

Table3: Percentageof informationloss(measuredin bits)whenaroutingtableis compromised.A 100% informationlosscorrespondsto
thecasewhentheentireoverlaycanbemappedby theadversary(for kademlia,k=20andfor Pastry, b=2).

Viceroy in our analysissincewe wantedto analyzeDHTs
which arebasedon a similar designprinciple. Eachnode
maintainsinformationabout7 othernodesin the overlay.
As partof our futurework, we planto analyzetheinforma-
tion leakfrom theViceroy network.

4.3 Comparison with Unstructured Net-
works

In this section,we comparethe information leak prop-
erty of DHTs with that of �ooding basedsearchsystems.
WeusetheGnutella[3] protocolasthebasisfor anunstruc-
tured routing geometry. In Gnutellaand other �ooding-
basedsearchsystems,nostateinformationcorrespondingto
mappingbetweennodesandkeysis maintained.Thus,each
nodeonly maintainsinformationaboutits neighborsbut is
not awareof thekeys thatarestoredat theneighbors.Any
searchquerypropagatesthroughthe unstructurednetwork
and eventually reachesthe node responsiblefor the key.
Therefore,if c nodesarecompromised,the adversarycan
know only aboutthe keys mappedto thosecompromised
nodes.

Thedegreeof privacy is thengivenby

d(A) =
H (X )system

aposteriori

H (X )system
apriori

(5)

=
(N � c) logN

N logN
(6)

Observe the bits of information leaked in the caseof
Gnutella(Table3). Sinceeachnodemaintainsinformation
only aboutits 1-hopneighborsandis blind with respectto
theinformationstoredin theneighbors,anadversarialcoali-
tion of sizeO(N ) is requiredto maptheoverlay. Thus,an
unstructuredoverlayhasverygoodprivacy properties;how-
ever, it liesat theendof theroutingef�ciency spectrum.

5 RelatedWork

Therehave beensomeattemptsat providing anonymity
for structuredoverlays. As mentionedearlier, AChord[4]
attemptsto improve recipientanonymity in Chordthrough
theuseof datalookupinsteadof addresslookup. Thus,the
IP addressof thestoragenodeis not revealedin thequery
reply. However, information leak from routing table en-
tries cannotbe prevented. Several other studies[7, 2, 1]
have focusedon the issueof sender-anonymity in Chord.
We aim at analyzingtheeffect of leakof informationfrom
routingtablesonrecipientanonymity. An analyticalframe-
work for calculatinginformation leak in the Chordproto-
col (with respectto the identity of thesender)is presented
in [7]. Neblo[2] proposestheuseof impreciseroutingta-
blesfor enhancingrecipientanonymity. While it highlights
theimportanceof informationleakfrom routingtables,the
focusis ontheChordroutingprotocolandthedesignobjec-
tiveis obfuscatingtheinformationcontentof routingtables.
We try to analyzethe effect of the DHT routing geome-



CAN Chord Kademlia Pastry Gnutella Viceroy
Sizeof routingtable 2d logN k logN log2b N Constant Constant

Table4: Sizeof routingtable.

try on theamountof informationleak from routing tables.
Anonymity in structuredP2Pnetworkswasalsostudiedin
[1]. An empiricalentropy-basedmetric wasdevelopedto
measuresource-anonymity in Chord. A routing extension
wasproposedwhich allows a tradeoff betweenanonymity
andperformance.Agyaat[11] attemptsto providerecipient
anonymity throughthe useof a two-tier hybrid organiza-
tion in which the Chordstructuredoverlayworks together
with a gnutella-like overlay to route messages.Gnutella-
like cloudsareconnectedwith oneanotherby meansof a
Chordring.

6 Conclusion

In this paperwe have proposedaninformation-theoretic
framework for evaluatingthe resilienceof different DHT
designsagainstleak of privacy. Our entropy-basedana-
lytical modelhelpsus to quantify the leak of information
from compromisedroutingtables.We analyzetheeffectof
routinggeometry, optimizationsandroutetablesizeon the
amountof informationleak.

Our analytical resultsshow that for the samerouting
complexity, ring-basedDHT (Chord)hastheminimumin-
formation leak. The generaltrend is that the stateinfor-
mationstoredin routing tablesincreaseswith routingopti-
mizations,therebyresultingin signi�cant informationleak.
We observe thatKademlia(XOR routing)hasa signi�cant
amountof information leak for small overlay sizes. Pas-
try's (hybrid routing) performanceis quite closeto that of
the ring structure. The hypercube-basedrouting in CAN
hasan importantside-effect, i.e. of localizing the informa-
tion loss.We alsoanalysetheeffectof routingtablesizeon
leak of information. We believe thatour preliminary�nd-
ingscanhelpbetterunderstandtheeffect of routinggeom-
etry on thestateinformationstoredin routingtableswhich
canleadto developmentof DHT designswith an optimal
balancebetweenroutingef�ciency andinformationleak.
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