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Abstract

An important security issuein DHT-basedstructured
overlay networksis to provide anonymityto the storage
nodes. Compomisedrouting tablesin those DHTs leak
informationaboutother nodesin the systemand therefore
compomiseprivacy In this paper we useinformationthe-
ory to build a modelto quantifythe informationleak from
compomisedrouting tablesfor a given DHT with certain
routinggeometryandroutetable size Basedon this model,
we haveanalyzedand compaed how existing DHTSs per-
formin faceof anonymityattacks. We foundthatring-based
routinggeometry(Chord) performghebestamonghhestud-
ied DHTswith thesameroutingcompleity whennorouting
optimizationsare used. Theanalysisof the interaction be-
tweenroutinggeometrieandrecipientanonymitywill help
improvethedesignof future DHTswhich canachievea bal-
ancebetweerrouting ef ciency and robustnessagainstin-
formationleak.

1 Intr oduction

An importantsecurityissuein a DHT (distributedhash
table) basedP2P storagesystemfor le sharingis to pro-
viderecipientanorymity to thestoragenodesin thesystem.
In a P2P storagesystemusing DHT, the DHT is usedto
returnthe network addresf the storagenodefor a given
documentkey. For example,in DHTs like Chord[13] and
CAN [8] the queryfor a key returnsthe IP addresof the
nodestoringthedocumentshatmatchthatkey. AChord[4]
addedanorymity featureto Chord by modifying “lookup-
by-addressto “lookup-by-value”. However, AChordis still
vulnerableto attackgto theindex nodes: If ahacler breaks
into anindex node informationstoredin thenodesrouting
tablewill beleaked.

The risk of leaking informationfrom DHT routing ta-
bleshasnot beenwell analyzedn currentresearchDHTs

11t is possiblethata nodeplaystherole of anindex nodeanda storage
nodesimultaneously
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wereprimarily designedor routingef ciency andscalabil-
ity. For example,Chordusesa structuredoutinggeometry
suchthatthesearchtakesupto O(log N ) stepsto complete
a query The side effect is that the routing tablescontain
a substantialmountof information aboutother nodesin
the system. This information can be usedby adwersaries,
if the systemis breached{o compromisehe anorymity of
storagenodesj.e. therecipientanorymity. A recentlypro-
poseddesigncalledNeblo[2] usesmpreciseroutingto en-
hancerecipientanorymity. Agyaat[11] proposesheuseof
unstructurectloudson top of a structuredoverlay to hide
recipientanorymity (Table 1 shows the previous attempts
at enhancinganorymity for structurednetworks). How-
ever, no researcthasbeendoneto quantify and compare
the informationleak from routing tablesin differentDHT
designs.

In this study we build an analyticalmodelto analyze,
guantify andcomparethe leak of privagy from the routing
tablesin existing DHT designs.Therearetwo primaryfac-
torsthatin uence the amountof information containedn
a routing table: the type of routing geometryandthe size
of routing table. Our model gives valuableinsight into
how different routing geometrieswill affect the recipient
anorymity. It usesentroyy to calculatethe amountof infor-
mationleak. Basedon this model,we comparenformation
leakin differentDHTs whenindex nodesarebreachedWe
have comparedhe useof Chord[13], CAN [8], Kadem-
lia [6], Pastry[9] in building a P2P storagesystemwith
the samerouting compl««ity, i.e. the numberof hopsin the
routing. Our analyticalresultsshaw thatfor the samerout-
ing compleity, ring-basedHT (Chord)hasthe minimum
informationleak. The generaltrendis that the stateinfor-
mationstoredin routingtablesincreasesvith routing opti-
mizations therebyresultingin signi cant informationleak.
We obsene that Kademlia(XOR routing) hasa signi cant
amountof information leak for small overlay sizes. Pas-
trys (hybridrouting)performances quitecloseto thatof the
ring structure.Thehypercube-basewutingin CAN hasan
importantside-efect,i.e. of localizingtheinformationloss.
We alsoanalysethe effect of routing table size on leak of



information. We believe that our preliminary ndings can
helpus betterunderstandhe effect of routing geometryon
thestateinformationstoredin routingtableswhich canlead
tothedevelopmenbf DHT designswith anoptimalbalance
betweerroutingef ciency andinformationleak.

The paperis organizedas follows. In section2 we
rst give somebackgrouncdn recipientanorymity in Dis-
tributed Hash Tables and then proposean information-
theoreticframeawork for calculatingtheinformationcontent
of routing tables. In section3 we usethis framework to
guantify the information leak for different DHT designs.
We follow thiswith adetailedanalysisof theinteractionbe-
tweendifferentroutinggeometriegndrecipientanorymity,
theeffectof routingoptimizationsandthesizeof routingta-
blesin section4. We presentelatedwork in section5 and
nally concludethis studyin section6.

2 Quantifying Information Leak from Rout-
ing Tables

Structuredverlayslike Chord[13], CAN [8], Pastry[9],
Kademlia[6], and Viceroy [5] usedistributed hashingto
storekeysatnodes A nodein suchaDHT isidenti ed by a
tuple< IP address|denti er>. Theinformationcontained
in thetuple canbe usedby anadwersaryto compromisee-
cipient(storage)anorymity. In the context of a distributed
hashtable, recipientanorymity is broken whenthe adwer-
sarycangeneratehe mappingbetweera nodes IP address
andits identi er range. The objective of the adwersaryis
to generatea mapof the system.Sucha mappingbetween
a nodes IP addressaand identi er rangecanbe generated
by compromisinga sufcient numberof routing tables?.
The amountof information storedin routing tablesis in-

uenced by the type of routing geometryusedin the DHT

and also the size of the routing tables. Thus, our objec-
tiveis to comparedifferentDHT designawith respecto re-

cipientanorymity througha commonanalyticalframework
and suggestimproved designconsiderations.The impor-

tant assumptiorhereis that the lookup for a key is done
through“lookup of data”andnot “lookup of address’(See
AChord[4]).

2.1 Information Stored in Routing Tables
A routingtableof a nodein a DHT eitherstoresIP ad-
dresse®f neighborsor mappingbetweenP addresseand
identi er range. The informationcontentof routing tables
is directly relatedto routing ef ciency. Considerthe case
of ooding (Gnutellawhich is anunstructuredverlay). In

2|n this context, anadwersarymay not necessarilzompromisea node
to getaccesso its routingtable. An adwersarycansimply occupy acertain
positionon the identi er spaceand useinformation containedn its own
routingtablesto compromiseecipientanorymity

Gnutella,eachnode only maintainsinformation aboutits
overlayneighborsandthereis no mappingbetweena node
andthekeysthatit stores.Thus,compromisinganodeonly
revealsinformationaboutkeys storedatthatnodeandnoth-
ing aboutthe neighbors.However, in a DHT mappingin-
formationaboutneighborss alsostoredfor increasedout-
ing efciency. While this leadsto improved routing ef -
cieng/ (O(log N ) ascomparedo O(N) in gnutella),it also
makesthe DHTSs vulnerableto leak of recipientanorymity
(Figure 1 compareghe information leak from routing ta-
blesfor differentDHT designs).We considerthe effect of
thefollowing factorsontheamountof informationstoredin
routingtables:(a) routinggeometryand(b) sizeof routing
tables.

Framew ork
Recipien t

2.2 Information-Theoretic
for Analyzing Leak of
Anon ymit y

We usethe information-theoretianetric of entropy[10]
to evaluatedifferentDHT designsby calculatingtheleak of
informationin eachdesign. Entropy is a measureof “ran-
domness'in availableinformation. Let X bethe random
variablewhich representshe identifer rangeof a nodeas
obsenedby anadwersarywhena routing tableis compro-
mised.Let this obsenationcorrespondo theevent! . Fig-
ure2 shavstheidenti er spaceof aDHT andtheidenti er
rangeof node S correspondingo obsenation! . We as-
sumethatx cantake any valuein R with equalprobability.
We next highlightthedifferentelement®f theinformation-
theoreticframework.

Theentrogy of randomvariableX is givenas,

H(X) = Pr(X = x)logPr(X = x)
x2R

Apriori Entropy: It is the entropy beforeary routing
tablehasbeencompromisedr in otherwords,before
theadwersaryhasmadeary obsenationaboutthemap-
ping betweera nodeandits identi er range.Fromthe
adwersarys perspectie, ary nodeis equallylikely to

take ary of theN positionsontheoverlay(whereN is

the sizeof the overlay). Thereforethe apriori entropy

is calculatecas

H(X)aprion = N logN

Aposteriori Entropy: When a routing table is com-
promised(correspondingo obsenation ! ), the in-

formation storedin the routing table can be usedby
the adwersary(coalition of adwersaries}o generatea
mappingbetweennode addresseand their identi er

ranges. Thus, the aposteriorientropy correspondso
theentropy of thesystemafteraroutingtablehasbeen



Privagy-enhanced Typeof informationleak Methodused
DHT system addressed
AChord Queryreply Lookupby value
Neblo Routingtable Imprecisionin routingtables
Agyaat Queryreply Unstructurectloudovera
structurecbverlay

Tablel: Proposegrivag/-preservingdHT designs.

Kademlia

1-dimensional identifier space

2-dimensional identifier space

CAN
.:D:’ Information leakage gradient

Flooding
1-hop neighbors

Figure 1: Informationleak from compromisedouting tables. The gradientshaws the degreeof informationloss, darlker shadegepre-
sentinghigh informationloss. (a) Chord: The amountof informationloss decreasesvith the distanceof ngers; (b) CAN: Complete
informationlossabouttheidenti er rangesof neighborsjc) Kademlia:It exhibits similar propertiesasChord;however the replicationof
datathroughthe useof areplicationfactork requiresmaintenancef largerrouting stateinformationandtherebymoreleak of informa-
tion; (d) Flooding(Gnutella):sinceno mappinginformationis maintainednegligible informationaboutthe keys storedat the neighborss
releasedPastry althoughnot shavn hereexhibits similar propertiesasChordandKademlia.

compromised. Higher the numberof compromised

routing tables,lower will be the systementropy (re-
ductionin therandomnessf thesystem).

InformationLoss

Loss= Apriori Entropy (beforeary routing table has
beencompromised)} Aposteriori Entropy (after one
or moreroutingtableshave beencompromised)

Degreeof Privagy 3: To calculatethedegreeof privagy,
we usethede nition proposedn [12].

t
(A) — H (X );)Fl)i)st?riori

H (X )system

apriori

3We usethetermsanorymity andprivagy interchangeably

3 Comparison of Existing DHTs

In this section,we comparehow DHTs with different
routinggeometryperformin thefaceof anorymity attacks.
We analyzehow theroutinggeometryin uencesleakof in-
formationfrom compromisedoutingtablestherebyaffect-
ing the privagy of the storagenodes. The routing geome-
try in uencesthe amountof stateinformationthatis main-
tainedin routing tables. ConsiderChord which achieves
logarithmicroutingef ciency by maintainingog N entities
in its routingtable. However, two compromisedoutingta-
bles might have someintersectionin their routing tables.
In comparison,1 and 2-dimensionalCAN maintain con-
stantstateinformationandthe informationlossis alsolo-
calized(we discussthis in subsequengections).However,
to maintainthe samerouting ef ciency asChord, the state
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Figure2: Identi er rangeof anode.

informationin eachroutingtable(d) is logN=2. In DHTs
like Kademliathe e xibility of routingimprovesroutingef-
ciency (e.g.lateng) butleadsto anincreasedeakof infor-
mation. In all thesecaseghe stateinformationmaintained
in routing tablesincreasewith size. However, in systems
like Viceroy, aconstannhumberof entriesaremaintainedn
theroutingtablesandthereforanformationlossis constant.
In contrast, ooding-basedapproachearemoresecurebe-
causehe mappingbetweemeighborsandtheir overlayad-
dressess not stored. We now evaluatedifferentDHT de-
signsandquantify theinformationlossfrom compromised
routingtables.Subsequentlywe derive expressiongor the
degreeof privagy. We considerthe following routing ge-
ometries:a) Ring, b) Hypercubec) XOR, d) Hybrid.

3.1 Ring-based DHT

In a ring-basedDHT design, nodes lie on a one-
dimensionaldenti er spaceonwhichthedistancebetween
two identi ers is the clockwisedistancebetweerthem.The
ChordDHT represents ring-basedlesign.In Chord,each
nodestoresinformationaboutlog(N) ngers, suchthat if
anodehasidenti er p, its i nger is the nodeclosestto
p+ 2' ontheidenti er space.Moreover, the rangeinfor-
mationstoredabouta nger decreasesasits distancefrom
p increases.

Consider Chord with O(logN) nger table entries.
When a nger table is compromised,nformation about
O(logN) I P addressesre leaked to the adwersary Let
thecompromisedodehave anidenti er p. Consideiits i "
nger. We needto calculatethe lower andupperboundof
its addressnterval. We know thatthei™ nger succeedg
by atleast2' * ontheidenti er circle. Therefore the ad-
dressinterval of thei®™ nger (R;) is (p, id of i"" nger].
This addressnterval canbereducedusingthe(i 1)™ n-
gerto(idof (i 1) nger,id ofi™ nger]. Intermsof p,

K
p 2I1 v

Figure3: Identi er rangeof ith nger on Chordal
Ring.

Ri = jaddress inter valj
= (p+2 '+ ) (pr2 %+ i)
= 2 2+( i i)

The aposteriorientropy correspondindo a singlecompro-
misedroutingtableis thengivenas:
X

H (X)aposteriori = logR;

N
log(@ %+ i i)

Sincethe i nger is the rst nger which exceedsp by

atl'eas12i 1 thereis noothernodein ;. ThereforeR; =
@ 2+ i 1) i :X(idi idi 1)
H (X)) aposter ior i |09(2i 2 i 1)
X ,
= log2' 2
"X .
= log2' 2
3 i logN

%(Iog N 1)(logN 2)
If croutingtablesarecompromised,
H (X )system

aposter ior i

= (N cIogN)IogN+(—2:(IogN 1)(logN 2)

Degreeof anorymity canthenbe calculatedas:
(N clogN)logN + £(logN  1)(logN 2)
N logN

d(A) = @)

We obsenethattheinformationleakfrom a singlecom-
promisedroutingtableis of O(log?N ) andis in uenced by
thenumberof entriesin theroutingtable.

Obsewation 1. A coalition of O(IOQLN) advesariescan
map the entire overlay. This can be derived by setting
d(A) = 0.



CAN

Chord

Kademlia Pastry Gnutella

Sizeof adwersarialcoalition | O( ,OgNz )

O(Io::]\lN)

O(rgw)

O(N)

O(Iog,:b N )

Table2: Sizeof adwersarysetwhich canmaptheoverlay of sizeN . Thereplicationfactork affectstheleakof informationin Kademlia.

3.2 Hyp ercub e-based DHT

Theroutingusedin CAN resembles hypercubegeome-
try. A d-torusis partitionedamongthenodessuchthateach
nodeownsazone.Iln ad-dimensionatoordinatespacetwo
nodesareneighbordf their coordinatespansoverlapalong
d 1ldimensionsandabutalongonedimension.Eachnode
maintainsa maximumof 2d neighbors. This information
includesthel P addresof the neighborandits virtual co-
ordinatesThevirtual coordinatesevealtheexactkeyspace
for which the neighboris responsible.Thus, if a nodeis
compromisedthe exactidenti er rangeof (2d + 1) nodes
is revealed. Note thatin CAN sinceeachnodemaintains
informationaboutits neighborswhich arecloseto it in the
identi er spacethe informationlossfrom a compromised
routingtableis localized.Contrasthis with Chord,wherea
compromisedouting tablecangive informationaboutdis-
tantnodes.We discusghisissueandits implicationslater.

Apriori Entropy: Using a similar analysisas Chord, a
nodeis responsiblefor Ni of the unit identi er volume.
Therefore,

H (X )apriori = logN; H (X )Sys{em: N logN

apriori

AposterioriEntropy: We next derive the aposteriorien-
tropy after c routing tableshave beencompromised.Note
thatin CAN, whena nodeis compromisedthe exactin-
formationaboutthe identi er spaceof the nodeandall its
neighborscanbe deciphered This correspond$o zeroen-
tropy. Therefore,

H (X )system - (N

aposteriori

c(2d + 1)) logN

Degreeof privagy is thengivenby

d H (X )Z{)?setrgriori
(A) RO
apriori
_ (N c(2d+ 1))logN @
- N logN

Lemma 1. For the samescaling properties, CAN is less
robustto privacyattacksthanChord.

Proof. To achieve the samescalingpropertiesd = 29N
in CAN. Thereforea coalitionof ﬁ“zw adwersariess suf-
cientto maptheoverlay. O

Table 2 shaws the size of the adwersarialcoalition re-
quiredfor mappingthe overlayfor differentDHT designs.
The valuescanbe easily obtainedby settingd(A) = 0in
therespectie equationsandcalculatingfor c.

3.3 DHT with XOR Routing

The routing in Kademliais basedon the conceptof
XOR distance:the distancebetweentwo nodesis the nu-
meric value of the exclusve OR (XOR) of their identi-
ers. If the identier spaceis representecby m bits,
for eachO i < m, every node storesa list of <
| Paddress;UD P port; NodelD > triples for nodesof
distancebetween2' and2'*! from itself. Theselists are
calledk-buckets.While ononehandthis givesrouting e xi-
bility (for examplein comparisorio Chord),acompromised
routing table gives moreinformation aboutothernodesin
thesystem.Theleakof informationincreasesvith k.

Considerthei™ k-bucket. We assumehattheidenti er
rangeof a nodein arny bucketis equallydistributedamong
thenodedn thatbucket. Usinga Chord-like analysis,

H (X )aposteriori = |Og R;j
iX .
k  log2 ?=k)
i

= g(logN 1)(logN 2)
klogk(logN 3)

Degreeof privagy is thengivenby

1

d(A) N logN

((N  cklogN)logN

+ C—zk(log N 1)(logN 2)
cklogk(logN  3)) 3)

3.4 DHT with Hybrid Routing

We usePastry asan exampleof hybrid routing. Pastry
usesboth tree and ring basedrouting to searchfor keys.
Nodeidenti ers areregardedasboththeleavesof a binary
tree and as points on a 1-dimensionalcircle. Eachnode
maintainsa leaf-set,neighborsetand a routing table. We
evaluatethe rangeof an entry in the routing table as per
ceived by anadwersary Eachrow in aroutingtablehasa



maximumof 2° 1 entriesandthereareatotal of log,, N

rows. Considerthei™ row. Therangecoveredby thei™

rowis2"" ' 1. Therangecoveredbythe(i 1)" rowis
20" Y Thereforethe effective identi er rangecovered
bythei® rowis2®” " 7 (2° 1). Sinceeachrow contains
2° 1 entriestheeffectiveidenti er rangecorrespondingo
asinglenodein theroutingtableis 2°" “ P we plugthis
rangeinto entropy equationand evaluateinformationloss
asoutlinedbelow.

X
H (X ) aposteriori = log Ri
i
X
@ 1)
i

(2° 1)blog2, N=2

log2™ ")

Degreeof privagy is thengivenby

1
N logN

+ ‘91(2b 1)blogZN) 4)

d(A) (N clog, N(2° 1)) logN

4 Discussion

Herewe analyzethe effect of routing geometryon the
amountof informationleak from compromisedouting ta-
bles.We alsocompareDHTs basedon the sizeof therout-
ing tableand how that affectsleak of privagy. Finally we
compareandcontrasstructuredHT designswith unstruc-
turedoverlayswhich use ooding.

4.1 Routing Geometry

Figures4 and 5 shav the variation of degree of pri-
vagy with fractionof compromisecdhodedfor differentDHT
designs. For the samescalingproperties(in caseof Dis-
tributedHashTables),Chordis themostrobustagainsieak
of information. In the caseof 1- and2-dimensionalCAN,
thedecreas privacy with fractionof compromisedodes
is lessthanChord. For 1- and2-dimensionalCAN, thein-
formationleakis a functionof c only andis not dependent
on N, sincethe sizeof therouting tablesis constantat 2d.
However, 1- and2-dimensionalCAN take a largernumber
of routing stepsto converge. On the otherhand,to achiere
the samescalingpropertiesasChord,d = (log N)=2) and
informationleakincreasesvith N . Obsere thattheplotis
much steepeiin caseof CAN with d = logN=2 ascom-
paredto Chord. Routingoptimizationin Kademliais done
throughthe maintenancef k bucketsat eachnode. While
thisimproveslookuplateng, it requireshemaintenancef

a large amountof stateinformationat eachnode. There-
fore a compromisedouting table leaks more information
thanChord. For the samescalingproperties Pastryis the
closestto Chord. However, for lookup optimization,Pastry
maintainsaleaf-set(besidegheroutingtable)ateachnode.
Thisleaf-setcanleakinformationaboutanadditionalsetof
nodesin thesystem.

Table 3 shows the percentof informationloss (in bits)
when a routing table is compromised. We obsere that
Chord shows the maximumresilienceto privagy leak for
different overlay sizes. Obsene that in the caseof 1
and 2-dimensionalCAN, the fraction of information loss
/ Ni sincethe numberof entriesin the routing table is
x ed(=2d). However, whend = log N=2, theleakof pri-
vacgy increaseandis appreciabljhigherthanChord.In Pas-
try aroutingtablestoresinformationabout(2® 1) log,s N
nodes.If b= 1, thestateinformationmaintaineds sameas
thatof Chord. Our analyticalmodelshows thatthe privacy
leakin thatcaseis similar to that of Chord. However, the
leak increasesvhenthe baseis 4. In Kademliathe repli-
cation parametek is typically setas20. We obsene that
for small overlay sizes,the numberof replicashasan ad-
verseeffect on the leak of informationfrom routingtables.
However, the informationleak decreasesvith anincrease
in overlaysize.Thegeneralrendis thatDHT designawith
routing optimizationstendto exhibit higherleak of infor-
mationfrom compromisedoutingtables.

We alsoobsene thattheroutinggeometryof CAN leads
to “localized” information loss when a routing table is
compromised.By “localized” we meanthat whena node
is compromisedthe routing table gives information only
about neighborswhich are close on the identi er space.
Contrastthis with Chord, in which the nger table stores
informationaboutdistantnodes.The implicationis thatin
CAN (ascomparedo otherdesigns)compromisechodes
in a certainregion of the identi er spacelocalize the in-
formationleak without affecting substantiaportionsof the
overlay.

4.2 Routing Table Size

The sizeof theroutingtableaffectsthe leak of informa-
tion aboutthe overlay. The routing geometryand routing
optimizationsin uence the numberof entriesin the rout-
ing table(Table4 shavs theroutingtablesizefor different
DHT designgs). We have obsered that in all the afore-
mentionedDHT designghesizeof theroutingtablevaries
with the size of the overlayN . In contrast ooding-based
approache# unstructureaverlaysmaintainconstanstate
information(typically 3 8 in gnutella). However, theim-
portantquestionto askis canwe haveaDHT designwhich
achieseslogarithmicroutingef ciency by maintainingcon-
stantstateinformation.Viceroy [5], whichemulateshebut-
ter y network, achievessuchef ciency. We did notinclude
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Figure4: Leakof privagy for N=1000.

Figure5: Leakof privagy for N=50000.

OverlaySize | CAN (1-dim) | CAN (2-dimension)| CAN (d = logN=2) | Chord | Kademlia | Pastry | Gnutella
500 1 0.6 2 0.55 34.9 1.34 0.2
1000 0.5 0.3 1.1 0.28 18.8 0.75 0.1

10000 0.05 0.03 0.14 0.03 2.3 0.1 0.01
50000 0.01 0.006 0.03 0.005 0.5 0.02 0.002

Table3: Percentagef informationloss(measuredn bits) whenaroutingtableis compromisedA 100% informationlosscorrespond$o
the casewhentheentireoverlay canbe mappedoy theadwersary(for kademlia k=20 andfor Pastry b=2).

Viceroy in our analysissincewe wantedto analyzeDHTs
which arebasedon a similar designprinciple. Eachnode
maintainsinformation about7 othernodesin the overlay.
As partof our futurework, we planto analyzetheinforma-
tion leakfrom the Viceroy network.

4.3 Comparison with Unstructured Net-

works

In this section,we comparethe informationleak prop-
erty of DHTs with that of ooding basedsearchsystems.
We usethe Gnutella[3] protocolasthebasisfor anunstruc-
tured routing geometry In Gnutellaand other ooding-
basedsearchsystemsno stateinformationcorrespondingo
mappingbetweemodesandkeysis maintained.Thus,each
nodeonly maintainsinformationaboutits neighborsbut is
not awareof the keys thatarestoredat the neighbors.Any
searchquery propagateshroughthe unstructurechetwork
and eventually reachesthe node responsiblefor the key.
Therefore,if ¢ nodesare compromisedthe adwersarycan
know only aboutthe keys mappedto thosecompromised
nodes.

Thedegreeof privagy is thengivenby

t
H (X )?;;i;r:riori (5)

H (X ) aprior
(N ¢ logN

- N logN ©

d(A)

Obsene the bits of information leaked in the caseof
Gnutella(Table 3). Sinceeachnodemaintainsinformation
only aboutits 1-hopneighborsandis blind with respecto
theinformationstoredn theneighborsanadwersariakoali-
tion of sizeO(N) is requiredto mapthe overlay. Thus,an
unstructureaverlayhasverygoodprivacy propertieshow-
ever, it liesattheendof theroutingef ciency spectrum.

5 RelatedWork

Therehave beensomeattemptsat providing anorymity
for structuredoverlays. As mentionedearlie; AChord[4]
attemptsto improve recipientanorymity in Chordthrough
theuseof datalookupinsteadof addresdookup. Thus,the
IP addresf the storagenodeis not revealedin the query
reply. However, information leak from routing table en-
tries cannotbe prevented. Several other studies[7, 2, 1]
have focusedon the issueof senderanorymity in Chord.
We aim at analyzingthe effect of leak of informationfrom
routingtableson recipientanorymity. An analyticalframe-
work for calculatinginformationleakin the Chord proto-
col (with respecto theidentity of the sender)s presented
in [7]. Neblo[2] proposegheuseof impreciseroutingta-
blesfor enhancingecipientanorymity. While it highlights
theimportanceof informationleakfrom routingtables the
focusis onthe Chordroutingprotocolandthedesignobjec-
tiveis obfuscatingheinformationcontentof routingtables.
We try to analyzethe effect of the DHT routing geome-



CAN | Chord

Kademlia

Pastry | Gnutella| Viceroy

Sizeof routingtable | 2d logN

klogN

log,, N | Constant| Constant

Table4: Sizeof routingtable.

try on the amountof informationleak from routingtables.
Anonymity in structured”2Pnetworks wasalsostudiedin

[1]. An empirical entropy-basedmetric was developedto

measuresource-anoymity in Chord. A routing extension
was proposedwhich allows a tradeof betweenanorymity

andperformanceAgyaat[11] attemptdo provide recipient
anorymity throughthe useof a two-tier hybrid organiza-
tion in which the Chord structuredoverlay works together
with a gnutella-like overlay to route messagesGnutella-
like cloudsare connectedvith one anotherby meansof a
Chordring.

6 Conclusion

In this paperwe have proposedaninformation-theoretic
framawork for evaluatingthe resilienceof differentDHT
designsagainstleak of privagy. Our entropy-basedana-
lytical modelhelpsus to quantify the leak of information
from compromisedoutingtables.We analyzethe effect of
routinggeometryoptimizationsandroutetablesizeon the
amountof informationleak.

Our analytical resultsshow that for the samerouting
compleity, ring-basedHT (Chord)hasthe minimumin-
formationleak. The generaltrendis that the stateinfor-
mationstoredin routingtablesincreasesvith routing opti-
mizations therebyresultingin signi cant informationleak.
We obsene that Kademlia(XOR routing) hasa signi cant
amountof information leak for small overlay sizes. Pas-
try's (hybrid routing) performancas quite closeto that of
the ring structure. The hypercube-basetbuting in CAN
hasanimportantside-efect, i.e. of localizing the informa-
tion loss.We alsoanalysetheeffect of routingtablesizeon
leak of information. We believe thatour preliminary nd-
ings canhelp betterunderstandhe effect of routinggeom-
etry on the stateinformationstoredin routing tableswhich
canleadto developmentof DHT designswith an optimal
balanceébetweernroutingef ciency andinformationleak.
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